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Preface

The research for this working paper was sponsored in part by the Consortium for
Research on Information Security and Policy (CRISP).

CRISP was created at Stanford University to develop a better analytical and policy
understanding of national and international security problems relating to information
technology. CRISP studies explore the technological, legal, organizational, and policy
dimensions of these problems. The consortium includes university researchers from the
Center for International Security and Cooperation and from two departments in the
School of Engineering: the Department of Computer Science and the Department of
Management Science and Engineering. CRISP works with companies involved in various
areas of information technology, with network users and providers, and with parts of the
federal government.

The specific projects undertaken by CRISP draw on the interests and knowledge of this
community. The three main areas of work are a university/industry/government forum,
technology and policy research, and international participation. CRISP’s main function is
to provide a forum to continue and expand the dialogue among the main stakeholders in
U.S. national information infrastructures (i.e., the infrastructure owners, the network
technology industry, the major users, the federal government, and the research
community). CRISP members will continue to assist in the process of developing common
views among these interested organizations through analysis of the surrounding issues.

In the technology and policy area CRISP defines and conducts research projects on
subjects that are important to understanding the vulnerability of information
infrastructures, the barriers to solutions, and possible remedies. These projects investigate
and analyze technical constraints on infrastructure protection and possible technological
developments, international policy considerations in protecting infrastructure, and the
effect of existing and proposed laws and regulations on the goal of securing infrastructure.

Information infrastructure security is a manifestly international problem since usage,
and hence dependence, are becoming global. Cyber attacks can move easily across borders,
and adequate remedies will require a high degree of interstate cooperation. CRISP will,
through conferences and other forms of exchange, undertake to build an international
constituency to address the problems of securing information infrastructures on a global
basis.

As a product of the technology and policy research area, this paper examines the
resource allocation dilemma facing every organization that uses information technology:
How much security is enough? The answer is found by investigating the applicability and
utility of risk-management tools and techniques to computer-security risks. The paper
begins with a short history of computer security risk management, highlighting the
challenges and successes that marked each generation of risk-management tools. Next, it
gives a brief discussion of the state of publicly available computer security data with
recommendations for how that state might be improved. Finally, the paper offers a
demonstration of a decision-analysis-based approach for managing computer security risks
that directly addresses many of the issues that stymied previous computer security risk-
management efforts.

Because much of the information infrastructure is privately owned and operated, efforts
to improve general infrastructure security must be mindful of the resource allocation
predicament confronting individual firms and organizations. By understanding the
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economic pressures and incentives under which these actors formulate their individual
security policies, public policymakers will be better able formulate national initiatives that
supplement and enhance existing private security efforts.

This working paper is a published version of Kevin J. Soo Hoo’s doctoral dissertation
for the Department of Management Science and Engineering at Stanford University. For
more information about CRISP and its activities, see its web page under research at
http://cisac.stanford.edu.

Michael M. May, Senior Fellow
Institute for International Studies

Seymour E. Goodman, Director
Consortium for Research on Information Security and Policy
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Abstract

How much security is enough? No one today can satisfactorily answer this question for
computer-related risks. The first generation of computer security risk modelers struggled
with issues arising out of their binary view of security, ensnaring them in an endless web
of assessment, disagreement, and gridlock. Even as professional risk managers wrest
responsibility away from the first-generation technologists, they are still unable to answer
the question with sufficient quantitative rigor. Their efforts are handicapped by a reliance
on non-quantitative methodologies originally developed to address the deployment and
organizational acceptance issues that plagued first-generation tools.

In this dissertation, I argue that these second-generation approaches are only temporary
solutions to the computer security risk-management problem and will eventually yield to
decision-focused, quantitative, analytic techniques. Using quantitative decision analysis, I
propose a candidate modeling approach that explicitly incorporates uncertainty and
flexibly allows for varying degrees of modeling detail to address many of the failings of
previous modeling paradigms. Because quantitative modeling requires data, I also present
a compilation and critique of publicly available computer security data. I highlight the
importance of data collection, sharing, and standardization with discussions of
measurement, relevance, terminology, competition, and liability. I conclude with a case
study example, demonstrating how uncertain data and expert judgments are used in the
proposed modeling framework to give meaningful guidance to risk managers and
ultimately to answer the question: How much is enough?
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